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Welcome

It is our great pleasure to welcome you to the 20th European Symposium on Research in Computer Securit
(ESORICS 2015).

¢CKAA @SIFNRa aevYLRahadzy 02y Ewopeas farunifdr Bringinhdogethei reseafchezsin S :
the area of computer security, by promoting the exchange of ideas with system developers and by encouraging
links with researchers in related areas.

The call for papers attracted 293 submissiqmsrecad in the ESORICS seidsom 41 countries. The papers went
through a careful review process and were evaluated on the basis of their significance, novelty, technical quality,
as well as on their practical impact and/or their level of advancement 6ftheSf RQ& F2dzy Rl GA 2y a o
at least three independent reviews, followed by extensive discussion. We finally selected 59 papers for the final
program, resulting in an acceptance rate of 20 %.

The program was completed with keynote speechesbghil Jajodia, George Mason University Fairfax, USA and
Richard ClaytonUniversity of Cambridge, UK. Further, we are happy to welcome Afonso Ferreira, European
Commission, who will give an invited talk. Thelamated PhD Symposium will give nine PhDdehts the
opportunity to present their current work and receive feedback from the community.

Putting together ESORICS 2015 was a team effort. We first thank the authors for providing the content of the
program. We are grateful to the Program Committee, wimrked very hard in reviewing papers (more than 880
reviews were written) and providing feedback for authors. There is a long list of people who volunteered their time
and energy to put together and organize the conference, and who deserve special tHanESORICS Steering
Committee, and its chair Pierangela Samarati in particular, for their support; Giovanni Livraga, for taking care of
publicity; Javier Lopez, as workshop chair, and all workshayhaios, who organized workshops-lozated with
ESORIE; and Yvonne Poul for the local organization and the social events.

Finally, we would like to thank our sponsors, HUAWEI, for the financial support and SBA Research, for hosting ar
organizing ESORICS 2015.

A different country hosts the confenee everyyear. ESORICS 2015 tagkce in Vienna, Austria at the Vienna
University of Technology. We are very happy ¢stithe 20th edition of the symposium in Vienna and we tried to
put together a special social program for you, giving you the opportunitydeesideas with other researchers and
practitioners from institutions around the world and see all the beautiful sights of Vienna.

We hope that youihd this program interesting and thoutdprovoking and that you enjoieSORICS 2015 and
Vienna.

GulntherPernul Peter Y A Ryan Edgar Weippl
ESORICS 2015 General Chair ESORICS 2015 Program Chair ESORICS 2015 Program Chair
Universitat Regensburg, Germany  University of Luxembourg, Luxembourg SBA Research, Austria
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Wednesday, 28 September 2015

| 09.0017.00 Registration |

| 09.00¢ 09.15 Opening |
Lecture Hall A

| 09.1510.15Keynote Session |
Session Chair: Petéef ARyan(University of Luxembourg, Luxembourg)
Lecture Hall A

Cybercrime data: Big, Biased and Beyond Review?
Richard Claytornifniversity of Camebridge, UK

Abstract:1 spend my academic life generating and processing data about cybercrime. These datasets are big and getting bigge
{2YS LIS2LxX S ale GKFGQa (GNHzS 2F OBoSNONARYS Ia ¢Sff Soncedzi L
you acept that the bias is there it can lead one to find some really useful results. But perhaps the greatest problem that we all
KIS 6AGK OBO0SNONARYS RIGFE A& Iy arlegseniid technigie far detedtilfylidhd®dreizO S
erorsy R AYLINR@GAY3 Fylfeara 0G§SOKyAldzSad !'G /FYONARRIS 6S KI
explaining how it is possible to get involved.

[ 10.151045 Coffee Break |

Session Chair: Rolf Singer (Universitat Regensburg, Germany)
Lecture Hall C

1. DNSScopy: Towards Security of Internet Naming Infrastructure
Haya Shulmaand Michael WaidnefTechnische Universitat Darmstadt, Germany)

Abstract: We study the operational characteristics of the sersgte2 ¥ (G KS Ly dSNySiQa ylIYAy3 A
discover commorarchitectures whereby name servarsNE WK A RR S y-Sideéaéhiid DNR resoBexsV@eNekplore the
extent and the scopef the nameservers that use servaide caching resolvers, and find such configuratiarest least 38%

of the domains in a forward DNS tree, and higha® NJO 6f yhé ddmains in a reverse Di8e. Wecharacterizehe operators

of the serverside cacing resolvers and provide motivations, explainitigir prevalence.Our experimental evaluation
indicates that the caching infrastructurase typically run by third parties, and that the services, providgdhe third parties,

often do not deploy best @ctices, resulting imisconfigurations, vulnerabilities and degraded performance of the DNS

servers in popular domaing. Waiting for CSP Securing Legacy Web Applications with JSAgents

2. Waiting for CSPSecuring Legacy Web Applications with JSisgen
Joerg Schwenk, Mario Heiderich and Marcus NienfiaihrUniversity Bochum, Germany)

Abstract: Markup Injection (MI) attacks, ranging from classical Gr8#e Scripting (XSS) and DOMXSS to Scriptless Attacks,
pose a major threat for web applicatiortsowser extensions, and mobile apps. midigate Ml attacks, we propose JSAgents,

a novel and flexible approach to defeat Ml attacks using DOM 1metgramming. Specifically, we enforce a security policy on

the DOM of the browser at a place in thearkupLINE OS&daAy3 OKI Ay a2dzald o0SF2NBé GKS
has many advantages: Obfuscation has already been removed from the markup when it enters the DOM, mXSS attack vectol
are visible, and, last but not least, the (cliegitie) protecton can be individually tailored to fit the needs of web applications.
JSAgents policies look similar to CSP policies, and indeed large parts of CSP can be implemented with JSAgents. However, tt
are three main differences: (1) Contrary to CSP, the socwde of legacy web applications needs not be modified; instead,

the policy is adapted to the application. (2) Whereas CSP can only apply one policy to a complete HTML document, JSAgents
able, through a novel cascading enforcement, to apply differefiitigs to each element in the DOM,; this property is essential

in dealing with JavaScript event handlers and URIs. (3) JSAgents enables novel features ligeainadsaccess control: e.g.

we may block read/write access to HTML form elements for alptscribut human users can still insert data (which may be
interesting for password and PIN fields).

3. Analyzing the BrowserID SSO System with Primary Identity Providers Using an Expressive Model of the Web
Daniel Fett, Ralf Kuesters and Guido Schfuitwersity of Trier, Germany)
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Abstract: BrowserlD is a complex, reabrld Single Sig®n (SSO) System for web applications recently developed by Mozilla.

It employs new HTML5 features (such as web messaging and web storage) and cryptographic assertiongld¢o p
RSOSYGNFrt AT SR t23Ay2 6AGK GKS AyidaSyd G2 NBaLISOG dzaSNEQ
mode. While in the primary mode BrowserID runs with arbitrary identity providers, in the secondary mode there is oty identi
LINE GARSNI 2yftes ylySte az2iAftflQa RSTlLdzZ i ARSyGAGEe LINROAR
infrastructure and, based on this web model, analyzed the security of the secondary identity provider mode of BrowserID. The
analysigevealed several severe vulnerabilities, which have been fixed by Mazittdas paper, we complement our prior work

by analyzing the even more complex primary identity provider mode of BrowserID. We do not only study authentication
properties as beforgbut also privacy properties. During our analysis we discovered new and practical attacks that do not apply
to the secondary mode: an identity injection attack, which violates a central authentication property of SSO systems, and
attacks that break the [wvacy promise of BrowserID and which do not seem to be fixable without a major redesign of the
system. Interestingly, some of our attacks on privacy make use of a browser side channel that, to the best of our knowledge,
has not gained a lot of attention gar. For the authentication bug, we propose a fix and formally prove in a slight extension of
our general web model that the fixed system satisfies all the authentication requirements we consider. This constitutes the
most complex formal analysis of a wapplication based on an expressive model of the web infrastructure so far. As another
contribution, we identify and prove important security properties of generic web features in the extended web model to
facilitate future analysis efforts of web standardnd web applications.

Session ChailEdgar Weippl (SBA Research, Austria)
Lecture Hall D

1. Computational Soundness for Interactive Primitives
Michael Backes, Esfandiar Mohammadi and Tim Ruffagrland University, Germany)

Abstract: We present a generic computational soundness resultiftaractive cryptographic primitives. Our abstraction of
interactive primitivesleverages the Universal Composability (UC) framework, thiedeby offers strong composability
properties for our computationaboundness result: given a computationally sound Ddawe model fomon-interactive
primitives, and given U€ecure interactive primitivesye obtain computational soundness for the combined model that
encompasseboth the noninteractive and the interactive primitives. Ogeneric result is formulated in the CoSP framework
for computationalsoundness proofs and supports any equivalence property expressifleS® such as strong secrecy and
anonymity.In a case study, we extend an existing computational soundness mBsulEsecure blind signatures. We obtain
computational soundness fdslind signatures in uniform BiJNE OSa a S& A -falculus. Shidndkled us 6 Rerify the
untraceability of Ch dzy Qa LJI & Y S yidVetildR dothgutationallyysound manner.

2. Efficient ZereKnowledge Proofs for Commitments from Learning With Errors over Rings

Fabrice Benhamoud&NS, CNRS, INRIA, and PSL, Fr&tephan Kren(AIT Austrian Institute ofechnology GmbH, Austria)
, Vadim LyubashevskiNS, INRIA, Fran@a)d Krzysztof PietrzgkST Austria, Austria)

Abstract We extend a commitment scheme based on the learning &ritbrs over rings (RLWE) problem, and present efficient
companionzero knavledgeproofs of knowledge. Our scheme maps elements from the (@ngquivalently, n elements from

Fq) to a small constant number of riegements.2 S 1 KSy  Ggojoéols fbpioiing) in a zeknowledgemanner,
knowledge of the message containada commitment. We arable to further extend our basic protocol to allow us to prove
additiveand multiplicative relations among committed valu€sir protocols have a communication complexity of O(Mnlog q)

and achieve a negligible knowledge error in onm. Here M is the constarftom a rejection sampling technique that we
employ,andcanbes@f 2aS (2 m o6& | R2dzaGAy3a 2-pret@dsfol IWEERIateS Argiagedonly NB &
achieved a noticeable or even constakiowledge error(thus requiring many repetitions of the protocol), czlied on
GaAYdzZRIAYIE 2dzi GKS SNNEBN 6 sisldsddéultiyigGrOpsai éffitiéntyli S& 62NJ Ay 3 2 G

3. Interleaving Cryptanalytic Tirmaemory Tradeoffs on NoRrUniform Distributions

GildasAvoine(Institut Universitaire de France, Francséavier Carper(Universit'e Catholique de LouvaBelgium and Cédric
LauradouxINRIA, France)

Abstract: Cryptanalytic timememory tradeoffs (TMTO) are famousols available in any security expertlbox. They have
been used tdreak ciphers such as A5/1, but their efficiency to crack passwords thadeeven more popular in the security
community. While symmetric keyse generated randomly according to a uniform distribution, passwohdsen by usrs are

in practice far from being random, as confirmedrbgent leakage of databases. Unfortunately, the technique used to build
TMTOs is not appropriate to deal with nomiform distributions. In thipaper, we introduce an efficient construction that
consists in partitioninghe search set into subsets of close densities, and a strategy to exprEMTOs associated to the
subsets based on an interleaved traversehis approach results in a significant improvement compared to curresstyl
TMTOs. Wexperimented our approach on a classical probleamely cracking-¢haracter NTLM Hash passwords using an
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alphabetwith 34 special characters. This resulted in speedups ranging from7B5(tbepending on the input distribution) over
rainbow tables, whils areconsidered as the most efficient variant of timgeemory tradeoffs.

12.15¢ 13.00Invited Talk
Lecture Hall A

The European Strategic Agenda for Research and Innovation in Cybersecurity
Afonso Ferreira (Trust & Security Unit, European Commi&stgium)

Abstract: This talk will present the European Strategic Research and Innovation Agenda (SRA) for cybersecurity as it is bein
released by the Working Group on Secure ICT Research and Innovation (aka WG3) of the Network and Information Securi
Platform, which is a publiprivate partnership put in place by the European Commission in 2013. Members of WG3 are close
to two hundred. They address issues related to cybersecurity research and innovation in the context of the EU Strategy for
Cyber Secunt and of the Network and Information Security Platform. WG3 identified the key challenges and corresponding
desired outcomes in terms of innovatidacused, applied but also basic research in cybersecurity, privacy, and trust. The
European SRA for cyberseity designed by WG3 serves as main input for the drafting of Horizon 2020 Work Programmes by
the European Commission and is source of inspiration for the coordination of, and collaboration between, research agendas
across Europe, including industry resgaroadmaps and national research and innovation programmes of the Member States.

| 13.00-14.30 LuncHBreak \

Session ChaiRRolf Schiinger (Universitét Regensburg, Germany)
Lecture Hall C

1. A Practical Approacior Adaptive Data Structure Layout Randomization

Ping Chen, Jun X(@lfhe Pennsylvania State University, UBAiyjiang LinUniversity of Texas at Dallas, USBpngyan Xu
(Purdue University, USAing Mao(Nanjing University, Chinand Peng Li{The Pennsylvania State University, USA)

Abstract: Attackers often corrupt data structures to compromise software systems. As a countermeasure, data structure layout
randomization has been proposed. Unfortunately, existing techniques require maegahation of randomizeable data
structures without guaranteeing theorrectness and keep the layout unchanged at runtime. We present a systdtad
SALADS, that automatically translates a program to a IS8R Structure SeRandomizing) program. At runte, a DSSR
programdynamically randomizes the layout of each secusiysitive datastructure by itself autonomously. DSSR programs
regularly rerandomizea data structure when it has been accessed several times after last randomi2dtomimportantly,

DSSR programs automatically determthe randomizability of instances and randomize each instance independé&dy.

have implemented SALADS based on4bd and generate®SSR usdevel applications, OS kernels, and hypervisors. Our
experimentsshowthat the DSSR programs can defeat a wide range of attaithkgeasonable performance overhead.

2. Trustworthy prevention of code injection in Linux on embedded devices

Hind ChfoukgUniversity of Pisa, ItalyHamed Nemati, Roberto Guanciale, Mads D&rH Royal Institute of Technology,
Swedenpand Patrik Ekdal{Ericsson AB, Sweden)

Abstract: We present MProsper, a trustworthy system to prevent cagection in Linux on embedded devices. MProsper is a
formally verifiedrun-time monitor, which forces anntrusted Linux to obey the executaldpace protection policy; a memory

area can be either executabte writable, but cannot be both. The executable space protection allowsS at NP2 & LIS N &
to intercept every change to the executable coperformed by a user application or by the Linux kernel. On top of this
infrastructure, we use standard code signing to prevent code injeckititrosper is deployed on top of the Prosper hypervisor

and is implementeds an isolated guest. Thus MProsper iritsethe security propertyerified for the hypervisor: (i) Its code

and data cannot be tamperely the untrusted Linux guest and (ii) all changes to the memory laydntescepted, thus
enabling MProsper to completely mediate every operatibat can volate the desired security property. The verification of

the monitor has been performed using the HOL4 theorem prover arektgnding the existing formal model of the hypervisor

with the formalspecification of the high level model of the monitor.

3. Practical Memory Deduplication Attacks in Sandboxed Javascript
Daniel Gruss, &vid Bidner and Stefan Mangard (Graz University of Technology, Austria)

Abstract: Page deduplication is a mechanism to reduce the menfoogprint of a system. Identical physicahges are
identified across bordersf virtual machines and programs and merged by the operating syetetime hypervisor. However,
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this enables sidehannel informationeakage through cache or memory access time. Therefore, it is consilaredul in

public clouds today, but it is still considered safe to irsa private environment, i.e., private clouds, personal computers, and
smartphonesWe present the first memordisclosure attack in sandboxddvascript which exploits page deduplication. Unlike
previous attacks?2 dzNJ | GG O1 R2S& y2iG NBIj dzA NB i K But @ipldtd dp¥h aiivebsitd whID dzi S
O2y il Aya G(KS | RS M arddothaly able 1@ detedMA vildich applications are runtingalso specific
useractivities, for instance, whether the user has spedifebsites currently opened. The attack works on servers, personal
computers and smartphones, and across the borders of virtual machines.

Session ChaiiStefanKatzenbeisser (TU Darmstadt, Germany)
Lecture Hall D

1. Efficient Message Authentication Codes with Combinatorial Group Testing
Kazuhiko Minemats(NEC Corporation, Japan)

Abstract: Message authentication code, MAC for short, is a symmetrickgytograghic function for authenticity. A standard
MAC verificatioronly tells whether the message islichor invalid, and thus we caot identify which part is corrupted in case
of invalid message. In this papee study a class of MAC functions that enablesientify the partof corruption, which we
call group testing MAC (GTM). This carsben as an application of a classical @adiaptive) combinatorial groutesting to
MAC. Although the basic concept of GTM (or its kewasant) has been proposed in vauis application areas, such as data
forensics and computer virus testing, they rather treat the underlWi#fgC function as a black box, and exact computation cost
for GTMseems to be overlooked. In this paper, we study the computational aggesTM, andshow that a simple yet nen
trivial extension of parallelizabMAC (PMAC) enabl€s (n + t) computation for mdata items and tests, irrespective of the
underlying test matrix we use, under a natusalcurity model. This greatly improves efficiency froaively applying black
box MAC for each test, which requir€mt) time. Based omxisting group testing methods, we also present experimental
results ofour proposal and observe that ours runs as fast as taking single tbtp@vith speeelip from the conventional
method by factor around 8 t@5 for m = 104 to 105 items.

2. A SymmetrieKey Based Proofs of Retrievability Supporting Public Verification

Chaowen Guan, Kui Ren, Fangguo Zitbimjyversity at Buffalo, USAjlorian Kerschbau@®AP, Germangnd Jia Y({University
at Buffalo, USA)

Abstract: Proofsof-Retrievability enables a client to store his dataaonloud server so that he executes an efficient auditing
protocol to checkhat the server possesses all of his data in the future. During dit, &lte server must maintain full knowledge
2T GKS Of A Sy (i QougR bnly la fewi Wocksbf thé data Be@dBty be accessed. Since thevdirstby Juels and
Kaliski, many PoR schemes have been proposed@meé of them can support dynamic dgites. However, all the existing
works that achieve public verifiability are built upon traditional publickeyptosystems which imposes a relatively high
computational burderon lowpower clients (e.g., mobile devicef).this work we explore indistingghability obfuscation for
building aroof-of-Retrievability scheme that provides public verification while #reryption is based on symmetric key
primitives. The resulting schenwdfers lightweight storing and proving at the expense of longer verifaratThis could be
useful in apations where outsourcing files is usudtipe by lowpower client and verifications can be done by well equipped
machines (e.g., a third party server). We also show that the propssieeime can support dynamic updates. At Jdor better
assessing ouyproposed scheme, we give a performance analysis of our scheme @mdarison with several other existing
schemes which demonstrates thatir scheme achieves better performance on the data owner side andgher side

3. DTLSHIMMO: Achieving DTLS certificate security with symmetric key overhead

Oscar GarcidMorchon, Ronald Rietman, Sahil Sharma, Ludo Tolhuizen and.ulss€orreArce (Philips Group Innovation,
Netherlands)

Abstract:Billions of devices are being connectedhe Internet creatinghe Internet of Things (I0T). The IoT not only requires
strong securitylike current Internet applications, but also efficient operation. Téeently introduced HIMMO scheme enables
lightweight andcollusion resistantdentity-based key sharing in a némteractive way, so that angair of Internetconnected
devices can securely communicafhis paper firstly reviews the HIMMO scheme and introduces éwtensions that e.g.
enable implicit credential verification withéthe need of traditional digital certificates. Then, we show how HIMMO can

be efficiently implemented even in resourcenstrained devices, enablicgmbined key agreement and credential verification
more efficiently thanusing ECDIECDSA. We furthexplain how HIMMO helps to secuttee Internet and 10T by introducing
the DTLSHIMMO operation modeDTLS, the datagram version of TLS, is becoming the standard secoidtyol in the IoT,
although it is very frequently discussed thitdoes not offer he right performance for I0T scenarios. Our design,
implementation, and evaluation show that DTHB/AMO operationmode achieves the security properties of the DTLS
Certificate securitysuite while exhibiting the overhead of symmetkey primitives withoutrequiring changes in the DTLS
standard.
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16.00-16.30 Coffee Break

Session Chailora Cuppens (Telecom Bretagne, France)
Lecture Hall C

1. Should Cybemsurance Providers Invest in Software Security?
Aron Laszk@vanderbilt University, USAhd Jens GrossklafRennsylvania State University, USA)

Abstract: Insurance is based on the diversifiability of individual rigkan insurance provider maintains a large portfolio of
customers, theprobability of an eveninvolving a large portion of the customers is negligiblewever, in the case of cyber
insurance, not all risks are diversifiablee to software monocultures. If a vulnerability is discoveredwidely used software
product, it can be used to compromsig multitudeof targets until it is eventually patched, leading to a catastrophic ef@nt
the insurance provider. To lower their exposure to rdiversifiablerisks, insurance providers may try to influence the security
of widely usedsoftware productsin their customer population, for example, throughulnerability reward programswe
explore the proposal that insurance providers should take a proaatiedn improving software security, and provide evidence
that thisapproach is viable for a monopstiic provider. Wedevelop a model whicbaptures the supply and demand sides of
insurance, provide computation®2 YLJ SEAG& NBadz (& 2y (KS phipdsedifierrnidristia y 05
investment strategies. We demonstrate thatvestmens can reduce nodwliversifiable risks and can lead to a mamefitable
cyberinsurance market. Finally, we detail the relative meoitshe different heuristic strategies with numerical results.

2. Lightweight and Flexible Trust Assessment Modulesi®internet of Things
Jan Tobias Muehlberg, Job Noorman and Frank Pie@sEnseuven, Belgium)

Abstract:In this paper we describe a novel approach to securely olt@asurements with respect to the integrity of software
running on a lowcosand low-power computing node autonomously or on request. YWepose to use these measurements
as an indication of the trustworthiness that node. Our approach is based on recent developmen®sagram Counter Based
Access Control. Specifically, we emplogcsa,a lightweight hardwareonly Trusted Computing Base and Proteckdddule
Architecture, to integrate trust assessment modules iato untrusted embedded OS without using a hypervisor. Sancus
ensuresby means of hardware extensions that code and ddta protectedmodule cannot be tampered with, and that the
Y2 Rdzf SQ& RdorfidentiddBankus flirfher provides cryptographic primitives thateanployed by our approach to
enable the trust management system terify that the obtained trusimetrics are authentic and fresh. Therelpyr trust
assessment modules can inspect the OS or application codesemaely report reliable trust metrics to an external trust
managementsystem. We evaluate a prototypic implementation of our approach th&tgrates Sancuprotected trust
assessment modules with the ConE running on a Sanearsabled TI MSP430 microcontroller.

3. Confidence analysis for nuclear arms control: SMT abstractions of Bayesian Belief Networks

Paul Beaumonfimperial College Lalon, UK)Neil Evan$AWE Aldermaston, UKYlichael Huth(Imperial College London, UK)
and Tom Plan(AWE Aldermaston, UK)

Abstract:How to reduce, in principle, arms in a verifiable manner thatusted by two or more parties is a hard but important
problem.Nations andorganizationghat wish to engage in such arms contvarification activities need to be able to design
procedures and contrainechanisms that capture their trust assumptions and let them competdinent degrees of belief.
Cruciallythey also will need methods faeliably assessing their confidence in such computed degrees of betigfiaions
with little or no contextual data. We model an arms contretification scenario with what we call constrained Bayesian Belief
Networks (cBBN). A cBBN represents a set of Bayesian Belief Netvagris/mbolically expressing uncertainty about
probabilities andscenario specificonstraints that are not represented by a BBN. We show thigtabstraction of BBNs can
mitigate well against the t& of prior data.Specifically, we describe how cBBNs have faithful representations wéthin
Satisfiability Modulo Theory (SMT) solver, and that these representatipaa up new ways of automatically assessing the
confidence that wanay have in the degreeof belief represented by cBBNs. Furthermore sivew how to perform symbolic
sensitivity analyses of cBBNs, and himacompute global optima of undespecified probabilities of particulanterest to
decision making. SMT solving also enables us to asesslative confidence we have in two cBBNs of the same scenario,
wherethese models may share some information but express some aspeitts s€enario at different levels of abstraction.

Session Chair: Petef A Ryan (University of Luxembourg, Luxembourg)
Lecture Hall D

1. Practical Invalid Curve Attacks on -HCGDH
Tibor Jager, Jérg Schwenk and Juraj Somor@Rekyr University Bochum, Germany)
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Abstract: Elliptic Curve Cryptography (ECC) is based on gyolips, where group elements are represented as points in a
finite plane. All ECC cryptosystems implicitly assume that only valid group elemgltbe processed by the different
cryptographic algorithms. It igell-knownthat a check for group membershib given points in the planghould be performed

before processing-dowever, in several widely used cryptographic libraries we analytzisdcheck was missing, in particular in

the popular ECC implementation§ Oracle and Bouncy Castle. We analyze thecebf this missin@ K SOl 2y h NI Of &
Java TLS implementation (JSSE with a Sprd¥ider) and TLS servers using the Bouncy Castle library. It turnbatuhe

effect on the security of THSCDH is devastating. We descidpeattack that allowso extract the longterm private key from

a TLSserver that uses such a vulnerable library. This allows an attackénpersonate the legitimate server to any
communication partner, afteperforming the attack only once.

2. Making any Identity Based Egption Accountable, Efficiently
Aggelos Kiayia@National and Kapodistrian University of Athens, Greand)Qiang Tan@University of Connecticut, USA)

Abstract: Identity-Based Encryption (IBE) provides a compelling solutidhe PKI managemermgroblem, however it comes

with the seriousprivacy consideration that a trusted party (called the PKG) is requirgérierate (and hence also know) the
secret keys of all users. This inheré&ely escrow problem is considered to be one of the major readimdering the wider
utilization of IBE systems. In order to address ginigblem, Goyal [20] introduced the notion of accountable authority IBE

(AIBE), in which a judge can differentiate the PKG from the user asotitee of a decryption software. VIK® & & (G NI O
mechanism,ABERSGSN&E GKS t YD FTNRY fSI 1 Ay3 defénSe ndmhénisifar IBE 8s0rbl&dinst] S ¢
a malicious PKQl previous works on-MBE focused on specialized constructions trym@chieve different propdies and
efficiency enhancements. In thigper for the first time we show how to add accountability to anyd&teme using oblivious
transfer (OT), with almost the samapher text efficiency as the underlying IBE. Furthermore, we extend our generic
congruction to support identity reuse without losing efficiency. This propéstdesirable in practice as users may accidentally

lose their secrekeys and theynaturally- prefer not to abandon their identities. How tachieve this property was open until

our work. Along the way, we firshodify the generic construction and develop a new technique to propidaic traceability
generically.

3. Short Accountable Ring Signatures Based on DDH

Jonathan Bootle, Andrea Cerulli, Pyrros Chaidos, Essam Ghada@yrdgnand Christophe Pefiniversity College London,
UK)

Abstract: Ring signatures and group signatures are prominent cryptographigtives offering a combination of privacy and
authentication.They enable individual users to anonymously siggssages on behalf af group of users. In ring signatures,
the group, i.e. the ring, is chosé@man ad hoc manner by the signer. In group signatures, group membeésstoptrolled by a
group manager. Group signatures additiona&lihforce accountabilitpy providing the group manager with a sectietcing key
that can be used to identify the otherwise anonymous sigmieen needed. Accountable ring signatures, introduced by Xu and
Yung(CARDIS 2004), bridge the gap between the two notions. They proadmal flexibility in choosing the ring, and at the
same time maintairaccountability by supporting a designated opener that can identify sigwben needed.We revisit
accountable ring signatures and offer a formal securitydel for the primitive. Our magl offers strong security definitions
incorporating protection against maliciously chosen keys and at the siamedlexibility both in the choice of the ring and the
opener. We giva generic construction using standard tools. We give a highly efficistaintiation of our generic construction

in the random oracle model by SiG A Odzf 2dzat @ O2YoAyAy3d [ | YSyAadAg@awithdaNR? dzLJ
generalization of the oneut-of-many proofs of knowledgby Groth and Kohlweiss (EUROCRYPT 2015). Qamtiatson
yieldssignatures of logarithmic size (in the size of the ring) while relying satetite weltstudied decisional Diffiglellman
assumption. In the processe offer a number of optimizations for the recent Groth and Kohlwerssout-of-many proofs,
which may be useful for other application&ccountable ring signatures imply traditional ring and group signatuféss.
therefore also obtain highly efficient instantiations of thgzémitives with signatures shorter than all existing ring signasu
aswell as existing group signatures relying on standard assumptions.

| 18.00-22.00MayorsReception |

Meeting point: 18:00in front of the Conference Venue (after the last session)
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| 09.0010.00 Keynote Session

Session Chair: Glnther PernWniversitat Regensburg, Germany)
Lecture Hall A

Adversarial and UncertaifiReasoning for Adaptive Cyber Defense: Building the Scientific Foundation
Sushil JajodiéGeorge Mason University Fairfax,A)S

Abstract:¢ 2 R @ Q4 O@o0SNJ RSTSyasSa INB fIFINBSfe adlriAdoe ¢KSeayl NB
patch deployment, and humaim-the-loop monitoring. As a result, adversaries can systematically probe target networks, pre
plan their attacks, and ultimately persist for long times inside compromised networks and hosts. A new class of technologies,
called Adaptive Cyber Defense (ACD), is being developed that presents adversaries with optimally changing attack surfaces ar
system configurations, forcing adversaries to continuallyagsess and rplan their cyber operations. Although these
approaches (e.gmoving target defense, dynamic diversity, and-inispired defense) are promising, they assume stationary

and stochastic, but noadversarial, environments. To realize the full potential, we need to build the scientific foundations so
that system resiliecy and robustness in adversarial settings can be rigorously defined, quantified, measured, and extrapolated
in a rigorous and reliable manner.

[ 10.0010.30 Coffee Break |

Session Chair: Florian Kerschbaum (SSEGermany)
Lecture Hall C

1. FRBIlock usable web privacy by controlling browser fingerprinting

Christof TorregUniversity of Luxembourg, Luxembourgugo JonkefOpen University of the Netherlands, Netherlarats)
SjoukeMauw University of Luxembourguxembourg)

Abstract: Online tracking of users is used for benign goals, sudetasting fraudulent logins, but also to invade user privacy.

We positthat for nonoppressed users, tracking within one website does not tegebstantial negative impaoi privacy,

while it enables legitimate benefitdn contrast, crosslomain tracking negatively impacts user privasiile being of little

benefit to the userExisting methods to counter fingerpribbased tracking treatross domairtracking and regulatracking the

same. This often results in hamperiogdisabling desired functionality, such as embedded videoslidgiynguishing between

regular and crosgomain tracking, more desirédnctionality can be preserved. We have developed a prototype to@|deR,

that counters crosslomain fingerprintbased tracking while stilllowing regular tracking. FBlock ensures that any embedded

party will see a different, unrelatable fingerprint for each site on which 8% 6 SRRSR® ¢ Kdza > Gd%o dza S|
longer be tracked acroshe web, while desired functionality is better preserved compared to existiathods.

2. Mind-Reading: Privacy Attacks Exploiting Gitysp KeyEvent Injections

Wenrui Diao, Xiangyu Liu, Zhe Zhou, Kehuan Z{&rmg Chinese University of Hong Kong, Chind)Zhou L{IEEE Member,
USA)

Abstract: Input Method Editor (IME) has been widely installedroabile devices to help user type ndmatin characters and
reduce thenumber of key presses. To improve the usepexience, popular IMEtegrate personalized features like
reordering suggestion listof wordst 8 SR 2y dza SNRA Ay LJdzi KA ad2NE 2 To kxaGNIAy b
this paper, we make the first attempt to evaluate thsecurity inplications of IME personalization and the basid
infrastructureon Android devices. In the end, we identify a critical vulnerabifityg under the Android KeyEvent processing
framework, which can bexploited to launch crosapp KeyEvent injection (ChKattack andbypass the apjisolation
mechanism. By abusing such design flawadwersary is able to harvest entries from the personalized user dictiamfdiE
through an ostensibly innocuous app only asking for compemmissions. Our evaluation ovarbroad spectrum of Android
OSes,devices, and IMEs suggests such issue should be fixed immediate\ndidiid versions and most IME apps are
vulnerable and private informatiorike contact names, location, etc., can be easily exfiltratedtd pundreds of millions of
mobile users are under this threat. To mitigalés security issue, we propose a practical defense mechanism whgments
the existing KeyEvent processing framework without foreing change to IME apps.
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3. Enabling Privaegssured Similarity Retrieval over Millions of Encrypted Records
Xingliang Yuan, Helei Cui, Xinyu Wang and Cong \(GitygUniversity of Hong Kong, China)

Abstract: Searchable symmetric encryption (SSE) has been stedtedisively for its full potential ienabling exactnatch
gueries orencrypted records. Yet, situations for similarity queries remain ttulhg explored. In this paper, we design privacy
assured similarity searctthemes over millions of encrypted highmensional records. Our desigmploys localitysensitive
hashing (LSH) and SSE, where the LSHvahsts of records are treated as keywords fed into the framework of &Stirect
combination of the two does not facilitate a scalable solutfonlarge datasets, we then leverage a setadivanced hash
based algorithmsncluding multiplechoice hashing, open addressing, and cuckashing, and craft a high performance
encrypted index from the grounabp. It is not only space efficient, but supports secure and sufficiastiyrate similaritgearch
with constant time. Our designs are proviedbe secure against adaptive adversaries. The experiment on 10 netfimgpted
records demonstrates that our designs function in a practicahner.

Session ChaiKostas Markantonakis (Royal Holloway University, UK)
Lecture Hall D

1. Verifiably Encrypted Signatures: Security Revisited and a New Construction
Christian HansgiGraz University of Technology, Austridax Rabkin and Dominique Schrofieaarland University, Germany)

Abstract In structurepreserving signatures on equivalence clagSBEQR), introduced at Asiacrypt 2014, each message M
in (G?)lis associated to its projective equivalence class, and a signature cotatfitsequivalence class: anybody can transfer
the signature to a newscaled, representativen this work, we give the first bladdox construction of a publikeyencryption
scheme from any SHJR satisfying a simple new propensshich we call perfect compdgn. The construction doesot
involveanynon-blackbox technique and the implication is that such $ER cannobe constructed from onavay functions

in a blackbox way. The maiidea of our scheme is to build a verifiable encrypted signature (\f&Sarid then apply the
general transformation suggested by Calderon e{(@FRSA 2014)he original definition of VES requires that the underlying
signaturescheme be correct and secure in addition to other security propefTibe.latter have been eghded in subsequent
literature, but theformer requirements have sometimes been neglected, leaving a hdteeisecurity notion. We show that
/'t RSNRY S It oindepefidencd fisfthiszyd. NB a2t dzi A2y

2.Updatable Hash Proof System and Its Agpions

Rupeng Yang, Qiuliang Xshandong University, Chin&ongbin Zhou, Rui Zhaf@hinese Academy of Sciences (CAS), China)
Chengyu Hu and Zuoxia($handong University, China)

Abstract: To tackle with physical attacks to real world cryptosysteleakage resilient cryptography was developed. In this
setting, the adversarys allowed to have access to the internal state of a cryptogragystem, thus violates the bladlox
reduction used in cryptography. Especiallyen considering continual memokgakage (CML), i.e., thererie predetermined
bound on the leakage of the internal information, thask is extremely toughin this paper, we solve this problem by
introducing a new primitivealled updatable hash proof system (UHPS). A UHPS can legl\@swspecial Hash proof system
(HPS), which served as a fundamental toadnstructing public key encryption (PKE) schemes in both ledkegand leaky
settings. A remarkable property of UHPS is that by sisybgtituting the HPS component with #lBS component in a PKE
scheme, one obtains a new PKE scheme secure in the CML setting. Mothevesulting PKE scheme enjoys the same
advantage of the origindhPSO I 8 SR t Y9X F2NJ AyadlyOSz &i A%20,2482 3V thitmiva o0 f S &
instantiations of UHPS from widefcceptedassumptions, including the symmetric external Diffiellman assumptiomand

the dlinear assumption. Interestingly, we notice that wherstantiated with concrete assumptions, the resulting chasen
cipher text secure PKE scheme is by far the most efficient.

3. ServerAided Revocable IdentitBased Encryption

Baodong Qin, Robert Deng, Yingji(&ingapore Management University, Singapaeyl Shengli LigShanghai Jiao Tong
University, China)

Abstract: Effident user revocation in IdentitBased Encryption (IBE3s been a challenging problem and has been the subject

of severalresearch efforts in the literature. Among them, the trbased revocatiorapproach, due to Boldyreva, Goyal and
Kumar, is probablyhe mostefficient one. In this approach, a trusted Key Generation Center (g&ioylically broadcasts a

set of key updates to all (nerevoked) usershrough public channels, where the size of key updates is only O(r thgMith

N being the number ofisers and r the number of revoked usersspectively; however, every user needs to keep at least
O(logN) longternsecret keys and all nerevoked users are required to communicatéth the KGC regularly. These two
drawbacks pose challenges to usetso have limited resources to store their secret keys or cannot rededyeupdates in real

time. To alleviate the above problems, we propose a novel system nmuadield servesaided revocable IBE. In our model,
almost all of the workloaden users are delegatedl 2 'y dzy G NHz&a G SR & S Ngaifid\Keys & keKupdéates/ | 3 ¢
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sent by a KGC periodically. The seligauntrusted in the sense that it does not possess any secret informaionsystem

model requires each user to keep just one short sekestand does not require users to communicate with either the KGC or

the server during key updating. In addition, the system supports delegatién dza SNAQ RSONEBLIIA2Yy (| Seéa:
decryptionkey exposure attacks. We present a concrete traasion of the systenthat is provably secure against adaptive

ID chosen plaintext attacksder the DBDH assumption in the standard model. One applicatiooraferveraided revocable

IBE is encrypted email supporting lightweiglgvices (e.g., mobilehmnes) in which an email server plays the roletef
untrusted server so that only nerevoked users can read their emaikbssages.

| 12.00-13.30 LunchBreak ‘

Session ChailCongWang (City University of Hong Kong, China)
Lecture Hall C

1. PrivacyPreserving Link Prediction in Decentralized Online Social Networks
Yao Zheng, Bing Wang, Wenjing Lou and Y. Thomaguitginia Polytechnic Institute and State University, USA)

Abstract: We consider the privaegreserving link prediction problenn decentralized online social network (OSNs).We
formulate the problemas a sparse logistic regression problem and solve it with a novel decentraliader method using
alternating drection method of multiplierdADMM). This method enables end users to collaborate with their osiémeice
providers without jeopardizing their data privacy. The metraddo grants end users firgrained privacy control to their
personal datdy supportng arbitrary public/private data split. Using reabrld data,we show that our method enjoys various
advantages including high predicti@tcuracy, balanced workload, and limited communication overhéaidlitionally, we
demonstrate that our method copesell with linkreconstruction attack.

2. PrivacyPreserving Observation in Public Spaces
Florian Kerschbauf8AP, Germangnd Hoon Wei LirSingtel R&D Laboratory, Singapore)

Abstract:One method of privacpreserving accounting or billing ayberphystal systems, such as electronic toll collection or
public transportatiorticketing, is to have the user present an encrypted recorttarisactions and perform the accounting or
billing computation securelgn them. Honesty of the user is ensured by spgwtaking the record fosome selected surveyed
transactions. But how much privacy does tigate the user, i.e. how many transactions need to be surveyed? It twinthat
due to collusion in mass surveillance all transactions neée tobserved, i.e. teimethod of spot checking provides no privacy
at all.In this paper we present a cryptographic solution to the spot chegkioblem in cybeiphysical systems. Users carry an
authentication devicghat authenticates only based on fair random coins. Theéplility canbe set high enough to allow for
spot checking, but in all other cases privéacyperfectly preserved. We analyze our protocol for computati@ftitiency and
show that it can be efficiently implemented even on platformish limited computingresources, such as smart cards and
smartphones.

3. Privacypreserving Contexaware Recommender Systems: Analysis and New Solutions
Qiang Tang and Jun Waligniversity of Luxembourg, Luxembourg)

Abstract: Nowadays, recommender systems have becomenaispensablepart of our daily life and provide personalized
services for almoseverything. However, nothing is for fregsuch systems have also upsbe society with severe privacy
concerns because they accumulate a lotpefsonal information in ordeto provide recommendations. In this worlye
construct privacypreserving recommendation protocols by incorporatiagyptographic techniques and the inherent data
characteristics inecommender systems. We first revisit the protocols by Jeckmansasicathow a number of security issues.
Then, we propose twprivacy preservingrotocols, which compute predicted ratings for a user basednputs from both the
dza SNDa& FTNRASYRA | YR strangarS i\ userihasNde flekilslig todretriévgherza $rgdicted ratingor an
unrated item or the TopN unrated items. The proposed protocpisevent information leakage from both protocol executions
and the protocoloutputs. Finally, we use the wedhown MovieLens 100k dataset évaluate the perforrances for different
parameter sizes.

11
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Session Chair: Feng Hédewcastle University, UK)
Lecture Hall D

1. Web-to-Application Injection Attacks on Android: Characterization and Detection
Behnaz HassanshahMaoqi Jia, Roland Yap, Prateek Saxena and ZhenkaiNeti@nal University of Singapore, Singapore)

Abstract: Vulnerable Android applications (or apps) are traditionakploited via malicious apps. In this paper, we study an
underexploredclass of Antbid attacks which do not require the user to install maliciapps, but merely to visit a malicious
website in an Android browseklVe call them weko-app injection (or W2AI) attacks, and distingulsétween different
categories of W2AI sideffects. Toestimate their prevalenceye present an automated W2AIScanner to find and confirm
W2Alvulnerabilities. We analyze real apps from the official Google Play atmtdéound 286 confirmed vulnerabilities in 134
distinct applications. Thiindings suggest #t these attacks are pervasive and developers doau#quately protect apps
against them. Our tool employs a novel combinatmnstatic analysis, symbolic execution and dynamic testing.stésv
experimentally that this design significantly enhances tleedtion accuracy compared with an existing statkthe-art
analysis.

2. Enhancing Java Runtime Environment for Smart Cards Against Runtime Attacks
Raja Naeem Akram, Konstantinos Markantonakis and Keith M&m®gl Holloway, University of London, UK)

Abstract: Smart cards are mostly deployed in secudititical environmentsn order to provide a secure and trusted access to

the provisionedservices. These services are delivered to a cardholder using the SeMi@@A RSNRAa o6{t ao | LI
her smart card(s). These applicatiom® at their most vulnerable state when they are executing. Thetist a variety of
runtime attacks that can circumvent the security chegkplemented either by the respective application or the runtime
environment to protect the smart card platform, user and/or applicatiom. this paper, we discuss the Java Runtime
Environment and a potentidhreat model based on runtime attacks. Subsequently, we discugsedountermeasures that

can be deployed to provide a seeuand reliableexecution platform, along with an evaluation of their effectivenéssyrred
performancepenalty and latency.

3. Making Bitcoin Exchanges Transparent
Christian Decker, James Guthrie, Jochen Seidel and Roger WattéRfAdfeturich, Switdand)

Abstract: Bitcoin exchanges are a vital component of the Bitemiosystem. They are a gateway from the classical economy to
the cryptocurrencyeconomy, facilitating the exchange between fiat currency bibebins. However, exchanges are also singl
points of failure, operatingutside the Bitcoirblock chainrequiring users to entrust them wittheir funds in order to operate.

In this work we present a solution, aradproofof-concept implementation, that allows exchanges to prove ttsaivency,
without publishing any information of strategic importance.

| 15.0015.30 Coffee Break ‘

Session Chair: Cong Wang (City University of Hong Kong, China)
Lecture Hall C

1. Rich Queries on Encrypted Data: Beyond BEMatthes
Sky Faber, Stanislaw Jarecki, Hugo Krawczyk, Quan Nguyen, Marcel C. Rosu and Mich@¥b&tmner, USA)

Abstract: We extend the searchable symmetric encryption (SSE) propodl o/ I &K SG | £ @ / NB LI 2 Qmc
substring,wildcard, and phrase queries, in addition to the Boolean queries suppanttte original protocol. Our techniques

apply to the basisingle clientscenario underlying the common SSE setting as well as tmthe complex MultiClient and
Outsourced Symmeit PIR extensiod ¥ @WK NBO1A Si Fft o //{Qmo6d 2 QrpddBm@A RS
implementation, showing the practicality and scalability afr techniques to very large databases, thus extending the
performanceresults of [Cashdt f ®X b5{ { Qmn6& (2 (KSaSypesh OK I yR O2YLINBKSya?

2. Extended ProxAssisted Approach: Achieving Revocable-&raned Cloud Data Encryption

Yanjiang Yandlnstitute for Infocomm Research, Singapptseph LiiMonash University, AustraliaKaitai Liang(Aalto
University, Finland)Raymond Cho@University of South Australia, Australiapd Jianying Zhodinstitute for Infocomm
Research, Singapore)

Abstract: Attribute-based encryption has the potential to be deployiada cloud computingnvironment to provide scalable
and finegraineddata sharing. However, user revocation within ABE deployment rensatfsllenging issue to overcome,

12
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particularly when there is a large numbef users. In this work, we introduce an extended prasgistedapproach,which
weakens the trust required of the cloud server. Based oalbor-nothing principle, our approach is designed to discourage a
cloudserver from colluding with a third party to hinder the user revocationctionality. Wedemonstrate the tility of our
approach by presenting eonstruction of the proposed approach, designed to provide efficient cttatd sharing and user
revocation. A prototype was then implemented demonstrate the practicality of our proposed construction.

3. Batch Veifiable Computation of Polynomials on Outsourced Data
Liang Feng Zhan@hanghaiTech University, Chiaall Reihaneh Safaiaini(University of Calgary, Canada)

Abstract: Secure outsourcing of computation to cloud servers htigcted much attention inrecent years. In a typical
outsourcing scenariahe client stores its data on a cloud server and later asks the sésveerform computations on the
stored data. The verifiable computatigi'C) of Gennaro, Gentry, Parno (Crypto 2010) and the homomdvphi& (HomMAC)

of Backes, Fiore, Reischuk (CCS 2013) allow the@lgnt S NA F& G KS aSNBSNRa O2YLlzil GA2y
cost than performing the outsourced computation. The existing VGHmdMAC schemes that can be considered prakfia

not required heavy computations such as computing fully homomorphic encryptianrs) limited to compute linear and
quadratic polynomials on the outsourcethta. In this paper, we introduce a batch verifiable computa{iBWC) model that
can be usedvhen the computation of the same functioon multiple datasets is required, and construct two schemes for
computingpolynomials of high degree on the outsourced data. Our scheatiew efficient client verification, efficient server
computation, and compadgon of computation results. Both schemes allow new elements tatlded to each outsourced
dataset. The second scheme also allows datasets to be added. A unique feature of our schemes is that the stoeggéred

at the server for storing the autheitation information, stayshe same as the number of outsourced datasets is increased,
and so theserver storage overhead (the ratio of the server storage to the totalsitee datasets) approaches 1. In all existing
A0KSYSa (i KManceNduBVCzan kffectively malPe the required server storage.

4. CloudBI: Practical PrivaByeserving Outsourcing of Biometric Identification in the Cloud

Qian Wang, Shengshan H&uhan University, ChinaKui Rer(University at Buffalo, USAMeigi He, Minxi Du and Zhibo
Wang (Wuhan University, China)

Abstract: Biometric identification has been incredibly useful inthe Bw F 2 NOSYSy G (2 F dziKSy G A Ol i
and/or to figureout who someone is, typically by scanning a database of recordsdose enough match. In this work, we
investigate the privacypreservingbiometric identification outsourcing problem, where the database owoatsources both
the largescale encrypted database and the computationaiegnsive identification job to th semihonest cloud, relieving
itselffrom data storage and computation burden. We present m@ivacy preservingiometric identification protocols, which
substantially reduc¢he computation burden on the database owner. Our protocols baiichew biometic data encryption,
distancecomputation and matchinglgorithms that novelly exploit inherent structures of biometric darad properties of
identification operations. A thorough security analy®i®ws that our solutions are practicallgcure, and theltimate solution
offers a higher level of privacy protection than th&te-of-the-art on biometric identificationoutsourcing. Weevaluate our
protocols by implementingn efficient privacypreserving fingerprintdentification systemshowing that oumprotocols meet
both the security and efficiency needsell, and they are appropriate for use in various privacgserving biometric
identification applications.

Session Chair: Petéf ARyan(University of Luxembourg, Luxembourg)
Lecture HalD

1. Typing and Compositionality for Security Protocols: A Generalization to the Geometric Fragment
Omar Almousa, Sebastian A. Médersh@dmU Compute, Denmayiaolo ModestiNewcastle University, UKhd Luca Vigano
OYAYy3IQa /2ttS3S [2yR2y3> | YO

Abstract: We integrate, and improve upon, prior relative soundnessults of two kinds. The first kind are typing results
showing that anysecurity protocol that fulfils a number otifficient conditions has aattack if it has a wellyped attack. The
second kind considers the parale@mposition of protocols, showing that when running two protocolpamallel allows for an
attack, then at least one of the protocols hasattack inisolation. The most important generalization over previous werk
the support for all security properties of the geometric fragment.

2. Checking trace equivalence: How to get rid of nonces?

Rémy Chrétien, Veronique CorffeORIA, INRIA Nanc@randEg, Franceand Stephanie Delaun(eSV, ENS Cach&rCNRS,
France)

Abstract: Security protocols can be successfalalyzedising formamethods. When proving security in symbolic settings for
an unboundechumber of sessions, a typical technique consis@bstracting away freshonces and keys by a bounded set of
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constants. While this abstraction ¢searly sound in the context of secrecy properties (for protocols withelsg branches),
this is no longer the case for equivalence propertiaghis pape, we study how to soundly get rid of nonces in the contafxt
equivalence properties. We show that nonces can be replaced by constentsled that each nonce is associated to two
constants (instead dfypically one constant for secrecy properties). @sult holds for deterministi¢simple) protocols and a
large class of primitives that includeg. standard primitives, blind signatures, and zknowledge proofs.

3. Attribute Based Broadcast Encryption with Short Ciphertext and Decryption Key
Tran Vet Xuan Phuong, Guomin Yafténiversity of Wollongong, Australiahd Willy Susil¢Xidian University, China)

Abstract: Attribute Based Broadcast Encryption (ABBE) is a combinatiéutribute Based Encryption (ABE) and Broadcast
Encryption(BE). lallows a broadcaster (or encrypter) to broadcast an encrympiedsage that can only be decrypted by the
receivers who are within a predefineder set and satisfy the access policy specified by the broadc@stepared with normal
ABE, ABBE allows dirgetvocation, which ismportant in many reatime broadcasting applications such as Pay If\this
paper, we propose two novel ABBE schemes that have distinguifdahges: the first scheme is kgplicy based and has
short ciphertextand constant size etryption key; and the second one is ciphertprlicy based and has constant size
ciphertext and short decryption key. Both adfir schemes allow access policies to be expressed usinggAftéRvithpositive,
negative, and wildcard symbols, and are proveowse undeithe Decision BDHE assumption without random oracles.

4. Accountable Authority CipherteXRolicy AttributeBased Encryption with WhitBox Traceability and Public
Auditing in the Cloud

Jianting Ning[Shanghai Jiao Tong University, Chitxaolei Dong, Zhenfu Cq&ast China Normal University, Chiaajl Lifei
Wei(Shanghai Ocean University, China)

Abstract: As a sophisticated mechanism for secure fgnained accessontrol, ciphertextpolicy attributebased encryption
(CRABE) is &ighly pomising solution for commercial applications such as cloud computngiever, there still exists one
major issue awaiting to be solvetthat is, the prevention of key abuse. Most of the existingXBE systemsiissed this critical
functionality, hinderirg the wide utilization ang@ommercial application of G&RBE systems to date. In this paper, agdress
two practical problems about the key abuse of&8BE: (1Y he key escrow problem of the setniisted authority; and, (2) The
maliciouskey delegation prblem of the users. For the sestrusted authority,its misbehavior (i.e., illegal key {ydistribution)
should be caught angrosecuted. And for a user, his/her malicious behavior (i.e., illegakkaging) need be tracedVe
affirmatively solve these tw key abuse problem$y proposing the first accountable authority -BBE with whitebox
traceability that supports policies expressed in any monotone acstegstures. Moreover, we provide an auditor to judge
publicly whether asuspected user is guilty o framed by the authority.

17.00-23.00 Conference Dinner

Meeting point: 17:00in front of the Conference Venue (after the last session)

A bus will take us t&chonbrunn Palace 9 YLINB &da {AaAQa F2NNSNI adzyYYSNI NB &
cultural heritage due to its historic importance, its unique grounds and its splendid furnishings. At Schénbrunn
Palace we have organized a Grand Tour, which will give you a piéttire different stylistic eras of the imperial
monarchy and thé A ®f$h@ palace’s inhabitants.

After the tour little trains will take us to the Conference Dinner location, @rang.erie which is located in the
azASYYyl %22dad C2 dnageBeRn 1752, itis tfie oldasta8oNdtHe vorld. The Vienna Zoo is located
on the grounds of the Schdnbrunn Palace, on our way from the Palace to the Dinner location you will see parts o
it.

Address:

Orang.erie

Maxerstrafl3e 13

1130 Vienna

(Metro stop! n o | A Siiektibng Bilhbe provided, no organized transport for returning)
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| 08.0017.00 Registration |

Session Chair: Glnther Pernul (Universitat Regensburg, Germany)
Lecture Hall C

1. DexHunterToward Extracting Hidden Code from Packed Android Applications
Yuegian Zhang, Xiapwo and Haoyang Yin (The Hong Kong Polytethmiersity, China)

Abstract: The rapid growth of mobile application (or simply apppnomy provides lucrative and profitable targets for hackers.
Amongh2 ! {t Q& (2L GSYy Y20AfS NRAL| a nkkdNieasytareversd) ioslifgrid refatkag2 ¥ 0
Android apps. Recentlyy number of packing services have been proposed to protect Andnaid by hiding the original
executable file (i.e., dex file). However, littteknown about their effectiveness and efficiency. In this paper, wiopa the

first systematic investigation on such services by answeringguestions: (1) what are the major techniques used by these
services andheir effects on apps? (2) can the original dex file in a packed appdoeered? If yes, how? We not ongveal

their techniques and evaluatiheir effects, but also propose and develop a novel system, namedHiaxer, to extract dex

files protected by these services. It is worth notihgt DexHunter supports both the Dalvik virtual machine (DVM) thed

new Android Runtime (ART). The experimental results showDeaHunter can extract dex files from packed apps effectively

and efficiently

2. Identifying Arbitrary Memory Access Vulnerabilities in Privii8gparated Software
Hong Hu, Zheng Leong Chidhenkai Liang and Prateek SaxéNational University of Singapore, Singapore)

Abstract: Privilege separation is a widely used technique to secure conguéiware systems. With privilege separation,
software componentsare divided into several partitiorend these partitions can only communicdkeough limited interfaces.
However, the interfaces still provide ghannel for one partition to influence code in other partitions. As a resalttain
memory access patterns can be leveraged by attackers timmeiarbitrary memory access. We refer to this type of memory
access errorby the acronym DUI (Dereference Under the Influence). In this pamepresent a systematic method to detect
vulnerabilities leading to DWhrough binary analysis, and to estineathe capability attackers cabtain through DUI exploits.
The evaluation shows that our approachn accurately identify vulnerable code that leads to arbitrary memaoogess in real
world software components and programs, when they @emsformed to pivilegeseparated designs.

3.vBox: Proactively Establishing Secure Channels between Wireless Devices without Prior Knowledge
Wei Wang, Jinggiang Lin, Zhan Wang, Ze Wang and LuniriGieese Academy of Sciences, China)

Abstract: Establishing secure ahnels between two wireless devicesthout any prior knowledge is challenging, especially
when such devicesnly have very simple user interface. Most existing authenticationkaaydnegotiation solutions leverage
the received signal strength (RSS)veless signals, and the security guarantees depend on the environnoentsuch; in a
static environment of less motion, the adversaries catddtrol or predict the RSS of legitimate devices. We propose vBox in
this paper, a proactive method to establiskecsire channels between wirelesdevices, without the assumption on
environments. By holdinganglF @Ay 3 (62 RSOAOSE (2 O2YYdzyA O3 AiBED (KISS 216 B
outside the box cannot send signals with staBI8S into the boxpghe legitimate devices can easily be authenticabeded

on the variation of RSS. At the same time, the adversaries carorcectly measure or detect the RSS of wireless signals
transmitted between the irbox devices, and then they can directly transsgtretkeys in plaintext. Then, after the simple
operation by the owner for #w seconds, the authenticated nodes will securely communicate ubimghared secret key.
We implement the vBox prototype ccommercial off the-shelf ZigBee devices, ardaluate it with extensive experiments
under the normal case and several attack scenarios. The experimesuits and security analysis show that, vBox establishes
secure channelbandily against various attacks and is suitable for different environments.

Session Chaitdaya Shulman (Fraunhofer SIT, Germany)
Lecture Hall D

1. Challenging the Trustworthyness of PGP: Is the-Wfelrust Teaiproof?
Alessandro Barenghi, Alessandro Di Federico, Geratdsi Bad Stefano Sanfilipg@olitecnico di Milano, Italy)

Abstract: The OpenPGP protocol provides a long time adoptedadddspread tool for secure and authenticated asynchronous
communicationsas well as supplies data integrity and authentie#jidationfor software distribution. In this work, we analyze
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the Webof-Trust onwhich the OpenPGP public key authentication mechanism is basedvahdate a threat model where

its functionality can be jeopardized. Sirtbe threat model is based ate viability of compromising an OpenP&®/pair, we
performed an analysis of the state of health of the gloBalenPGP key repository. Despite the detected amount of weak
keypairsis rather low, our results show how, under reasonable assumptapstoximately 70% of the Welbf-Trust strong

set is potentially affectetdy the described threat. Finally, we propose viable mitigation strateégiespe with the highlighted
threat.

2. Transforming Out Timing Leaks, More or Less
Heiko Mantel and Artem Starost{fiU Darmstadt, Germany)

Abstract: We experimentally evaluate program transformations femoving timing sidehannel vulnerabilities wrt. security
and overheadOur study of four welknown transformations confirms that their performanogerhead diffes substantially.

A novelty of our work is thempirical investigation of channel bandwidths, which clarifies thatttaesformations also differ
wrt. how much security they add to a programterestingly, we observe such differences even between transftions

that have been proven to establish timisgnsitive noninterferenceBeyond clarification, our findings provide guidance for
choosing asuitable transformation for removing timing siddannel vulnerabilitiesSuch guidance is needed because thsre
a tradeoff between security andverhead, which makes choosing a suitable transformationnioral.

3. Small Tweaks do Not Help: Differential Power Analysis of MILENAGE Implementations in 3G/4G USIM Cards

Junrong Liu, Y{Ehanghai Jiao Tong UnivéysiChina) FrancoisXavier StandaelifUniversit’e catholique de Louvain, Belgium)
Zheng Guo, Dawu Gu, Wei Sun, Yijie Ge, Ro(@hamghai Jiao Tong University, Chinafd Xinjun Xi¢Shanghai Modern
General Recognition Technology Corporation, China)

Abstract:Sidechannel attacks are an increasingly important conderrthe security of cryptographic embedded devices, such
as the SIMcards used in mobile phones. Previous works have exhibited such attgaksst implementations of the 2G GSM
algorithms (COMPL.28, A5). Irthis paper, we show that they remain an important issue for USIM darplementing the AES
based MILENAGE algorithm used in 3Gd@munications. In particular, we analyze instances of cards from a variety

of operators and manufacturs, and describe successful DifferenBalwer Analysis attacks that recover encryption keys and
other secretqdneeded to clone the USIM cards) within a few minutes. Furtherdiaguss the impact of the operatalefined
secret parameters in MILENAGE the difficulty to perform Differential Power Analysis, and shibat they do not improve
implementation security. Our results back the observation that physical security issues raise {mg challengeghat
should be solved early in the development offtographic implementationsyith adequate countermeasures.

09:0010:30PhD Symposium Session 1
Session ChairRolf SchillingefUniversitat Regensburg, Germajy
Lecture Hall E

1. Improvement of Network Intrusion Detection Using Various Obfuscdtemhniques
Ivan HomoliaKBrno University of Technology, Czech Republic)

Abstract The main goal of my PhD research is to improve detecapabilities of academical NIDS called Automated Intrusion
PreventionSystem (AIPS) whose detection engine w@#sstantially designed in mmaster's thesis as part of related project.
The AIPS system was desigriecberform statistical and behavioral awyals of connectiofriented networktraffic ows in
order to detect zereday attacks and divergent type§network attacks. The principal tenique which is being used to prove
performance of AIPS takes intaaunt the idea of bypassing tetion capability of the system and consequently provides
better expert knowledge containing obfuscated communications, eggc malicious.Because of AIPS is based upon
behavioral and statistical analysis, whigften use time and index slope of connieets or analysis of payload tisution,
there can arise a question of breaching detection of AIPS.ndw of AIPS deteath features calld Advanced Security
Network Metics (ASNM) use information gathered from L3 and L4 packets heddene are suggested to use various non
payload based obfuscation tegigues to examine detection properties of ASNM features. Exampleébeobbfuscations
include: tunneling in other application layer protocsfireading out packets in time; segmentation & fragmentation; changing
of packets™ order; simulation of unreliable network channel; packets' fmsskets™ duplication etc. Combination$ these
techniques are suggested use as well.

2. Semantic technologies applied to digital forensics analysis and evidence modelling

Rodrigo Carvalh@Brazilian Federal Police, Brazil)

Abstract: Cybercrime tackling is a major challenge for Law Eafoent Agencies (LEAS). Traditional digital forensics and
investigationprocedures are not coping with the sheer amount of datatalyze which is stored in multiple devices seized

from distinct, possiblyelated cases. Moreover, inefficient informatiorepresentation and exchangkampers evidence
recovery and relationship discovery. Aiming at a betiatance between human reasoning skills and computer processing
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capabilities, our project will research about how semantic technologiedd make digitaldrensics more efficient. It will take
the exampleof online banking fraud to propose an ontology aimed at mappnmginalorganizationsand identifying malware
developers. Although stilh early stage of development, it reviews concepts to extend froi-establishedontologies and
proposes novel abstractions that could enhamekationship discovery. Finally, it suggests inference rules basesmpirical
knowledge which could better address the needs of tlbenan analyst.

3. Technology Analysis of IRBd NBA systems from the view of detection effectivity
Dominik BreitenbachdBUT, Czech Republic)

Abstract: My research will be focused on the network security, closelythe IDS (intrusion detection system) and NBA
(network behaviomnalysis) systemeffectiveness and ability to react on various kindsibdcks. At the beginning of my work

I would like to make a datasetf known vulnerable applications with their exploits and referencesutmerabilities. The
motivation of this step is the fact, tham commonit is very diffcult to obtain vulnerable applications which could be u$zd
exploitation analysis. The reason why almost all vendors do not keleygrable SW available is straightforward. The dataset
will be largeand representative enougtotprovide reliable results whneused in reearch. Then, the testing framework will be
proposed which will serviar building of VMs with prepared OS and feasible conditions for attossution. Using the testing
framework | would like to analyze variod8DS (network intrusion detectiorystem), HIDS (host intrusion t@etion system),
NBA, antivirus systems, report evaluated results apbpose how to solve issues that were found. Collected features of
variousintrusion detection systems will be collectas well and if they will bavailable. Testing framework with gathered
dataset will be available fanterested academic or neacademic communities and it would be usedpenetration testing,
vulnerability analysis and data mining.

| 10.30-11.00 CoffeeBreak |

Session ChaiKui Ren(SUNY Buffalo, USA)
Lecture Hall C

1. 0n Security of Conteriased Video Stream Authentication
SweeWon Lo, Zhuo Wei, Robert Deng and Xuhua (Bimgapore Management University, Singapore)

Abstract: Contentbased authentication (CBA) schemes are useauthenticate multimedia streams while allowing content
preservingmanipulations such as bitite transcoding. In this paper, we survagd classify existing transforrdomain CBA
schemes for videos into tweoategories, and point out that in contrary to CBA for images, tlegists a common design flaw

in these schemes. We present the princip(based on video coding concept) on how the flaam de exploitedo mount
semantiechanging attacks in the transform domain that canha& detected by existing CBA schemes. We show attack
examplesincluding content removal, modification and insertion attacks. Nothag these CBA schemes are designethat
macroblock level, we discus§, NB Y G KS FddGF O1SNRa LIRAYy({ @mentdasé&dagutheniictedl O2 y
macroblocks.

2. Oblivious Maximum Bipartite Matching Size Algorithm with Applications to Secure Fingerprint Identification
Marina Blanton and Siddharth Saragbiniversity of Notre Dame, USA)

Abstract: The increasing availability and use of biometric data l¢ad#uations when sensitive biometric data is to be handled
by entitieswho may not be fully trusted or otherwise are natithorized to havefull access to such data. This calls for
mechanisms of provably protectifgometric data while still allowing the computation to take place. @aus is on privacy
preserving matching of two fingerprints (authenticatioor identificaton purposes) using traditional minuttzased
representationof fingerprints that leads to the most discriminative fingerproumparisons. Unlike previous work in the
security literature, we wouldike to focus on algorithms that are guaranteed to find theximumnumber of minutiae that
can be paired together between two fingerprineading to more accurate comparisons. To address this problenfiprmulate

it as a flow network problem and reduce it to finding maximoratching size in bipartite graphs. & hesulting problem is in
turn reduced to computing the rank of a (némvertible) matrix, formed as randomized adjacency matrix of the bipartite
graph. We then providdata-oblivious algorithms for matrix rank computation and consecutiVielging maxinum matching
size in a bipartite graph and also extethe algorithms to solve the problem of accurate fingerprint matchirfgese algorithms
lead to their secure counterparts using standard sedwe-party or multiparty techniques. Lastly, we implemergcsire
fingerprint matching in the secure twparty computation setting using garblegircuit evaluation. Our experimental results
demonstrate that the techniquesare efficient, leading to performance similar to that of other fastesture fingerprint
matching techniques, despite higher complexity of sealution that higher accuracy demands.

3. Practical Threshold Passwefdithenticated Secret Sharing Protocol
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Xun Y(RMIT University, Australialreng HagNewcastle University, UK)iqun CheifHewlet-Packard Laboratories, LA€d
Joseph LigMonash University, Australia)

Abstract: Threshold passworduthenticated secret sharing (TPAB&}tocols allow a client to secrethare a secret s among n
servers androtect it with a password pw, so that thdient can later recover §om any subset of t of the servers using the
password pw, but so thato coalition smaller than t learns anything about s or can mourfflime dictionary attack on the
password pw. Some TPASS protobalge appeared in the Brature recently. The protocol by Bagherzaetial. (CCS 2011)
leaks the password if a client mistakenly executesprotocol with malicious servers. The firsbat-of-n TPASS protoctr

any n > t that does not suffer from this shortcoming was give@&menisch et al. (CRYPTO 2014). This protocol, proved to be
secure inthe UC framework, requires the client to involve in many communicatomds so that it becomes impractical for
the client. In this paper, wpresent a practical TPASS protocol whg particular efficient fothe client, who only needs to
send a request and receive a responseadidition, we have provided a rigorous proof of security for our protandahe
standard model.

Session Chaifrederic Cuppenélelecom Bretagne, France)
Lecture Hall D

1. A Theory of Gray Security Policies
Donald Ray and Jay Ligdttiniversity of South Florida, Tampa, USA)

Abstract: This paper generalizes traditional models of security poliies) specifications of whether programs are secure, to
specificationsof how secure programs are. This is a generalization from qualitdtizelkcand-white policies to quantitative,
gray policies. Included are generalizatiémsn traditional definitions of si@ty and liveness policige definitions of graysafety
and grayliveness policies. These generalizatipnsserve key properties of safety and liveness, including thairtegsection

of safety and liveness is a unique allalwpolicy and thaevery pdicy can be written as the conjunction of a single safety and
a single liveness policy. It is argued that the generalization provides sehemafits, including that it serves as a unifying
framework for disparateapproaches to security metrics, and thiaseparates in a practicallyuseful way specifications of
how secure systems are from specificatiafisiow secure users require their systems to be.

2. Factorization of Behavioral Integrity
Ximeng Li, Flemming Nielson and Hanne Riis Ni€Tsmhnical biversity of Denmark, Denmark)

Abstract: We develop a bisimulatidrased noninterference property that describes the allowed dependencies between
communication behaviors of different integrity levels. The property is able to capture all possible coorsnatiintegrity
tfS@Sta F2NJ GKS daLINBaSyO0S¢ FtyR aO2yaSyidée 2% O0ldzat O2YY
integrity can be used to model the effect of Message Authentication Codes or the consequence of Denial of ServicénAttacks
OFrasS GKS RAalGAYyOUGA2Yy 0SG6SSYy aGLINBaSyO0Se I yR apeidizgeSoyald ¢ A
classical procesalgebraic property (called SBNDC). A compositionality result is given to facilitate a structural apptbach to
analysis of concurrent systems.

3. Checking Interactioiased Declassification Policies for Android Using Symbolic Execution

Kristopher Micinski, Jonathan Fetieegges, Jinseong Jeon, Jeffrey Fd&taiversity of Maryland, USAhd Michael Clarkson
(Cornell University, USA)

Abstract:Mobile apps can access a wide variety of secure informasioch as contacts and location. However, current mobile
platforms includeonly coarse access control mechanisms to protect such data. Ipdaper, we introdice interactionbased
declassification policies, inwhichK S dza SNDRa Ay G SNI OlGA2ya ¢ A Kinfankaion! Qui@oliGea y & G |
are defined extensionally, so as to be independn¥ G KS | LJLJQa A YL SYSy (flsdcuriggrglévand | & S|
events that occur in app runs. Policies use LTL formulae to precisely speicifysecret inputs, read at which times, may be
released. We formalize semantic security condition, interactidrased noninterferenceto define our poliaks precisely.

Finally, we describe a prototype tool thatses symbolic execution of Dalvik bytecode to check interadiased
declassification policies for Android, and we show that it enforces policigsctly on a set of apps.

11.00-12.30 PhDSymposiunt, Session 2
Session Chair: Edgar Weippl (SBA Research, Austria)
Lecture Hall E

1. Cryptogenography
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Sune K. Jakobs¢@ueen Mary, University of London, UK)

Abstract:It is possible to reveal information anonymously if no one will actively helgioydo so? In a world where politicians
are considering banning bacloor-free encryption, this is becoming an important question. | have shown thatripessible

in somestandard interpretations of the question, but if we weaks®rme assumptions is becomes possible. For example, if the
sender has access éosmall anonymous channel, we have shown that this can be used to boaddaege anonymous channel.

In another resit | have shown that many peoplzan collaborate to send a small amount of information in such a way that
evenan adversary with unbounded computational power will always have reasommhibt about whether any particular
person was sending information.

2. Detecting and Preventing Abuse of Resources in laaS Cloud Computing
Jens Lindemanftuniversity of Hamburg, Germany)

Abstract: Cloud computing is being used by more and marganizationsHowever, cloud services can also be abused either

by malicious uars or hackers. If abuse of cloud services affects third parties, bad publicity or even legal problems may ensue
for a cloud service provider. Abuse of cloud services is considered to be one of the nine top threats to cloud comphiéing by t
Cloud Securitplliance. While there has been research on detecting and preventing attacks on cloud resources, detecting abuse
of cloud resources for malicious activities has seen only limited research and even comnheudiafferings currently lack
sufficient abuse potection. The research will assess what security measures currently exist against abuse of cloud computing
resources. It will further conceive concepts for abuse detection and prevention, which will be implemented and evaluated. The
results will not onlybe useful to better quantify the risk stemming from the abuse of cloud services, but they will also provide
insights regarding the potential and the limitations of cloud abuse detection and prevention techniques in practice.

3. Why the Bitcoin Communityaeds to pursue Bitcoibased Authentication
Patrick McCorryNewcastle University, UK)

Abstract This presentation focuses on two pieces of research; lipitiate the first study on the pospayment scenario for
Bitcoin paynents and propose twgaoncentrate posipayment protocols that allowa merchant to reauthenticate a previous
pseudonymous customer anestablish a secure erb-end communication channel using their sharednsaction history
stored on Bitcoin's Blockchain and 2) we highliginv attacks on the community accegat BIP70: Payment Protocol stard
that governs how a merchant and customer perform paymentBitnoin. This protocol is supported by most major wallets
and the twodominant Payment Processors Coinbase and BitPay wihader theinfrastructure for accepting Bitcoin as a form
of payment to 88,000merchants.

[ 12.301400Lunch |

Session ChaiArtemios Voyiatzis(SBA Reearch, Austria
Lecture Hall D

1. TowardsAttack-Resistant PeeAssisted Indoor Localization
Jingyu Hua, Shaoyong Du and Sheng Z[i§agjing University, China)

Abstract: Peerassisted smartphone localization, which leverages painamustic ranging among nearby peer phones to
refine location estimation, significantly pushes the accuracy limit of \WhBsed indoorlocalization. Unfortunately, this
technique is designed for neadversarialsettings. Dishonest peers may cheat in their distance measurementtside
attackers may interfere with t acoustic ranging by continuallyoadcasting interference signals. In this paper, we propose
countermeasuresgainst each of these attacks. We first present an algorithaim can identify peers that are not cheating in
the current localizationpy searcing for devices that can be embedded into the same planeording to their pairwise
distances. We also design a robust acoustitgying method exploiting signal modulation, which can defend effectagdynst
intentional interference of outside attackerExperimentatesults demonstrate that our countermeasures can greatly improve
the obustness of peeassisted localization.

2.Leveraging Redlife Facts to Make Random Passwords More Memorable
Mahdi Nasrullah AAmeen, Kanis Fatema, Matthew Wright arfth8non ScielzfThe University of Texas at Arlington, USA)

Abstract: Userchosen passwords fail to provide adequate secuBtystemassigned random passwords are more secure but
suffer from memorabilityproblems. We argue that the system should removis thurdenfrom users by assisting with the
memorization of randomly assigngrsswords. To meet this need, we aim to apply the scientific understaodiioggterm
memory. In particular, we examine the efficacy of augmentingystemassigned password seme based on textual
recognitionby providing users with verbal cueseaHife facts corresponding to tha@ssigned keywords. In addition, we explore
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the usability gain of includinignages related to the keywords along with the verbal cues. We conduéctadlti-session idab

user study with 52 participants, where each participamts assigned three different passwords, each representing one study
condition. Our results show that the textual recognitibased schemeffering verbal cues had a significantigher login
success rate (94%)p compared to the control condition, i.e., textual recognition witheetbal cues (61%). The comparison
between textual and graphical recognitisaveals that when users were provided with verbal cues, adifivages did nb
significantly improve the login success rate, but itlé@d to faster recognition of the assigned keywords. We believe that our
findings make an important contribution to understanding the extentvhich different types of cues impact the usability of
systemassignecasswords.

3.¢KS 9YLISNRBNDRA bS¢ tlLaasg2NR / NBlIiUA2y t2f A0ASaA
Ding Wang and Ping War{tlational Engineering Research Center for Software Engineering, China)

Abstract: While much has changed in Internet security over the phstades, textulpasswords remain as the dominant
method to securauser web accounts and they are proliferating in nearly every new seetices. Nearly every web services,
no matter new or aged, now enforemme form of password creation policy. In this work, we conduncéxtensiveempirical
study of 50 password creation policies that are curreirtiposed on higkprofile web services, including 20 policies mainly
from US and 30 ones from mainland China. We observe that no twoesifesce the same password creationljpy, there is
little rationale undertheir choices of policies when changing policies, and Chinese sites gerafatise more lenient policies
than their English counterpart§/e proceed to investigate the effectiveness of these 50 policies in reséggaigst the primary
threat to password accounts (i.e. online guessimgjesting each policy against two types of weak passwords which represent
two types of online guessing. Our results show that among the 8@i@ltest instances, 541 ones are accept2t8 ones come
from trawlingonline guessing attempts and 323 ones come from targeted ogliessing attempts. This implies that, currently,
the policies enforced iteading sites largely fail to serve their purposes, especially vulneraktirdeted orine guessing
attacks.

Session ChaiiStefan Brunthaler (SBA Research, Austria)
Lecture Hall C

1. Thing. Accurate Specification for Robust Detection of Malicious Behavior in Mobile Environments
Sufatrio,TongWei Chua, Darell J. J. Tan and Vrizlynn(lndtitute for Infocomm Research, Singapore)

Abstract: The need to accurately specify and detect malicibahavioris widely known. This paper presents a novel and
convenient wayof accurately specifyingalicious behavior in mobile environments taking Android as a representative
platform of analysis and implementatio@ur specification takes a sequeribased approach in declarativelgrmulating a
malicious action, whereby any two consecutsexurity sensitiveoperations are connected by either a control or taint flow. It
Ffa2 OF LXidNBa G(KS Ay@d20F A2y Odyporer dype2afd lifegycle/alld§chImétiiod. y ¢
Additionally, exclusion afperations that are invoked from Welated callback methods can BeLJSOA FA SR G2 AYRA
stealthy execution portions. We showow the specification is sufficiently expressive to describe malicious pattbatsare
commonly exhibited by mobile malware. To show the usefulrddbe specification, and to demonstrate that it can derive
stableand distinctive patterns of existing Android malware, we develop a satdtyzer that can automatically check an app

for numeroussecurity sensitiveactions written using the specification. Giy’ I (i | Nd8dvered behiviar ithe analyzer
associates it with a collection of knownalware families. Experiments show that our obfuscatiesistantanalyzercan
associate malware samples with their correct family withamcuracy of 97.2%, whiketaining the ability to differentiate
benign appgrom the profiled malware families with an accuracy of 97.6%. Thesdts positively show how the specification

can lend to robust mobilenalware detection.

2. A Bytecode Interpreter for Secure Progr&xecution in Untrusted Main Memory
Maximilian Seitzer, Michael Gruhn and Tilo MU{feiedrichAlexander University Erlang®iurnberg, Germany)

Abstract: Physical access to a system allows attackers to read outtRishgh cold boot and DMA attacks. Thfar, counter
measures protecbnly against attacks targeting disk encryption keys, while the remamimgory content is left vulnerable.
We present a bytecode interpretéinat protects code and data of programs against memory attaclkexbyguting them ithout
using RAM for sensitive content. Any prograamtent within memory is encrypted, for which the interpreter utiliZERESOR
[1], a cold boot resistant implementation of the AES cipAére interpreter was developed as a Linux kernel module, taking
advantageof the CPU instruction sets AVX for additional registers, and A&ShKt encryption. We show that the interpreter

is secure againshemory attacks, and that the overall performance is only a factortohds slower than the performance of
Python. Moreover, the performancpenalty is mostly induced by the encryption.

3. Learning from Others: User Anomaly Detection Using Anomalous Samples from Other Users
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Youngja Park, lan Molloy, Suresh Cli&M T.J. Watson Research Center, UB&jglin XuChris Gates and Ninghui(Piurdue
University, USA)

Abstract:Machine learning is increasingly used as a key technigs@wmng many security problems such as botnet detection,
transactionalfraud, insider threat, etc. One of the key challenges towlgespreadapplication of ML in security is the lack of
labeled samples from readpplications. For known or common attacks, labeled samples are avaitaide,therefore,
supervised techniques such as multiss classificatiopan be used. However, in mya security applications, it is difficult to
obtain labeled samples as each attack can be unique. In order to detget, unseen attacks, researchers used unsupervised
outlier detection orone-class classification approaches, where they treat existingptes adenign samples. These methods,
however, yield high false positive ratggeventing their adoption in real applicatioriBhis paper presents a local outlier factor
(LORbased method tautomatically generate both benign and malicious training gkes fromunlabeled data. Our method

is designed for applications with multiplesers such as insider threat, fraud detection, and social network andfgsigach
target user, we compute LOF scores of all samples with regpgct (G K S { I NB S This ditaws Nasiderdtity 1)LIh& a
dza S9d@pes that lie in the boundary regions and (2) outliers from the tadg&tS N & al YLX S&a GKF G Ol
boundary. We use theamples from other users as malicious samples, and use the targéd &amples as benign samples
after removing the outliersWe validate the effectiveness of our method using several datasetading access logs for
valuable corporate resources, DBLP paper titees] behavioral biometrics of user typing behavior. Thaleation of our
method on these datasets confirms that, in almost all cases, our techmigtferms significantly better than both orgass
classification methodand prior twaclass classification methods. Further, our method is a getechhique thatcan be used
for many security applications.

14.0015.30PhD Symposiumg Session 3
Session Chair: Edgar Weippl (SBA Research, Austria)
Lecture Hall E

1. A Coinductive System Calculus for Security Properties
Eric Rothstein Morri@Jniversity of Passatermany)

Abstract:We tackle the security propertsatisfaction problem by studying security properties defineldedsvioraldifferential
equations (BDEsn a coinductive calculus of systems. This approach addresses a varisgystefns (including nen
deterministic, probabilistic and neterminatingsystems) in one undd framewok. If a security property is defed as éeBDE
and such BDE is solvable, we sanndly and transparently trafm a swtem into its secure version; efftively satisfying
the securityproperty. Securiy properties belong to three diéfent abstraction layers: state, exution and system. System
properties imply execution properties, whi@hturn imply state properties. We are interested in classifying sygieperties
accordng to their BDE format and abstraction layer, but ouatin interest is to find BDEs that deé and combine security
properties.We want to provide tool support ithe form of a Haskelbased unifed framework where systems and security
properties can be aturallyexpressed and reasoned about.

2. Data Quality Management in Information Systems Security Documentation
Christian SillabefUniversity of Innsbruck, Austria)

Abstract:Businesses are increasingly required to document, implement, improvenandor IS security requirements derived
from different sources to ensure prop@nplementation of controls, overall compliance and to support managerial decision
making. However, the documentation of IS security is fraught with a variatfafenges, ialuding missing tool support, low
stakeholder awareness, differetgvels of formalization that lead to hardly maintainable documentation entitesed in
different ISMS and GRC tools and productivity platforms. The gdhlsoPhD thesis is to createdata quality model and
associated processes to hedpganizations overcome these challenges and to provide them with tool supporetisatres a
high level of data quality in the documentation of IS security at varoganizational levels. We are thedti to address these
quality issues in a systematicay and to build a data quality model and tool support in empirically groundedarch. First
research results were already transferred to industry and empirivaligated.

3. Formal specifica6on anderificaton of Security guidelines, Derivation of Security properes using static code
analysis.
Zhioua ZeinellSAP Labs France, EURECOM, TeleadsiTech, France)

Abstract: The development and delivery of secure software is a challertgsigthatgets even harder wherthe developer
tries to adhere to both application and organizatiespecific security requirements translated irgecurity guidelines. These
guidelines serve as best practices or recommendations that help reduce appliexpmsure to vulerabilities, and have
concrete guarantees about the application adherence to high leveb#sttact security requirements. Our approach aims at
integrating the formal specification and verification sgcurity guidelines not only in early stages of tlevelopment phase
but throughout the softwardifecycle Thiswould help the developer to ensure the compliance with security specifications
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throughout the softwaredevelopment lifecycleThis same approach would also help the Marketplace operator in iregifize
compliance of thirg-party applications with its security requirements and making decisions regarding the approval or the
rejection of thesubmitted applications before they find their way to the eaters devices.

[ 15:3015:45Coffee Break |

Session Chair: Edgar Weippl (SBA Research, Austria)
Lecture Hall C

1. All Your Voices Are Belong to Us: Stealing Voices to Fool Humans and Machines
Dibya Mukhopadhyay, Maliheh Shirvanian and Nitesh Sagémigersity of Alabama at Birmingham, USA)

Abstract: In this paper, we study voice impersonation attacks to defaanans and machines. Equipped with the current
advancement in automatedpeech synthesis, our attacker can build a very close mode@ok &divhice @fter learning only
a very limited number of samples in @A OG A YQ&a @2A0S 6SdIdr YAYSR ( KphdidigK ( K S
Specifically, the attacker uses voice morphing techniquéasatasform its voice; speaking any arhiary message, into the
@A O (vaice. e examine the aftermaths of such a voice impersonation capadmlitinst two important applications and
contexts: (1) impersonatintne victim in a voicéased user authentication system, and (2) mimickingvicim in arbitrary
speech contexts (e.g., posting fake samplestio@ Internet or leaving fake voice message@je develop our voice
impersonation attacks using an dffe-shelf voice morphing tool, and evaluate their feasibility against stt¢he-art
automated speaker verification algorithms (application 1) as welluasan verification (application 2). Our results show that
the automatedsystems are largely ineffective to our attacks. The average rates for rejettengoices were under £20%
for most vctims. Even human verificatida vulnerable to our attacks. Based on two online studies ®fitbut 100 users, we
found that only about an average 50% of the tinpe®ple rejected the morphed voice samples of two celebrities as well as
briefly familiarusers.

2.Balloon: A Forwar&ecure Appendnly Persistent Authenticated Data Structure
Tobias Pull§Karlstad University, Swedesm)d Roel Peete(&U Leuven, Belgium)

Abstract: We present Balloon, a forwarskecure appengnly persistentauthenticateddata structure. Balloon is designed for
an initially trustedauthor that generates events to be stored in a data structure (the Ballkepi) by an untrusted server, and
clients that query this server favents intended for them based on keys and snapsh®he data structures persistent such
that clients can query keys for the current or pastsions of the data structure based upon snapshots, which are generated
by the author as new events are inserted. The data structure is authenticatibe sensehat the server can verifiably prove
all operations withrespect to shapshots created by the author. No event inserted intoda& structure prior to the
compromise of the author can be modified deleted without detection due to Balloon being publiclgrifiable. Balloon
supports efficient (noffmembership proofs and verifiable inserts tye author, enabling the author to verify the correctness
of inserts withouthaving to store a copy of the Balloon. We formally define and pthatBalloon is a sece authenticated
data structure.

3.0n the Fly Design and Sonulation of Responses against Simultaneous Attacks

Léa Samarji, Nora CuppeBsulahia, Frédéric Cuppefieeecom Bretagne, Frangelerge Papillon, Waél Kanoun and Samuel
Dubus(AlcatetLucent Bell Labs, France)

Abstract: The growth of critical information systems in size aanplexity has driven the research community to propose
automatedresponse systems. These systems must cope with the steady prégfessiti KS | G G O] arfinatiod LIK A &
and effectiveness. Unfortunatelgxisting response systems still handle attacks independently, suffémgrgby from (i)
efficiency issues against coordinated attacks [@IDoS), (ii) conflicts between parallel responses, and (iii) unexpsitted

effects of responses on the system. We, thus, propose in this paper aesponse model against simultaneous threats. Our
response is dynamicaltjesigned based on a new definition of capabiéityare logic anticorrelatiorand modeled using the
Situation Calculus (SC) languageen though a response can prevent or reduce an attack scenamay ialso have side effects

on the system and unintentionally ease ookthe attackers to progress on its scenario. We address this isspepgsing a
respmse cesimulator based on SC planning capabilitiesis cesimulator considers each response candidate apart and
reasons FNRY G(GKS OdzZNNByid aeadsSyQa | yR riskinitigafidn ®MNfeQprotedied gyStem. { 2
Experimentations weréed to highlight the benefits of our solution.
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Sushil Jajodia
" George Mason University Fairfax, USA

Keynote:Adversarial and Uncertain Reasoning fAdaptive Cyber Defense: Building the
Scientific Foundation
Thursday, September £409.00¢ 10 00, Lecture Hall A

Abstract:¢ 2 R @ Qa Oeo0SNJ RSFSyasSa IINBX fIFNBSte adlriaao
involving testing, security patch depiment, and huma#in-the-loop monitoring. As a result, adversaries can systematically
probe target networks, prplan their attacks, and ultimately persist for long times inside compromised networks and hosts. A
new class of technologies, called Adaptiybe® Defense (ACD), is being developed that presents adversaries with optimally
changing attack surfaces and system configurations, forcing adversaries to continuafigess and rplan their cyber
operations. Although these approaches (e.g., movingeardefense, dynamic diversity, and {rispired defense) are
promising, they assume stationary and stochastic, butadwversarial, environments. To realize the full potential, we need to
build the scientific foundations so that system resiliency and stoless in adversarial settings can be rigorously defined,
quantified, measured, and extrapolated in a rigorous and reliable manner.

Sushil Jajodia is University Professor, BDM International Professor, and the founding director of Center fonfsemation
Systems in the Volgenau School of Engineering at the George Mason University, Fairfax, Virginia. He is also the founding si
director of the recently approved NSF I/UCRC Center for Configuration Analytics and Automation at Mason. He #ezved as
chair of the Department of Information and Software Engineering during -P832. He joined Mason after serving as the
director of the Database and Expert Systems Program within the Division of Information, Robotics, and Intelligent Systems a
the Natonal Science Foundation. Before that he was the head of the Database and Distributed Systems Section in the Compute
Science and Systems Branch at the Naval Research Laboratory, Washington and Associate Professor of Computer Science
Director of Graduat Studies at the University of Missouri, Columbia. He has also been a visiting professor at the University of
Milan, Italy; Sapienza University of Rome, Italy; Isaac Newton Institute for Mathematical Sciences, Cambridge University
9y 3t yYRT Y logdamEngldné antl BafisSoauphine University, France.

Richard Clayton
University of Cambridge, UK

Keynote:Cybercrime data: Big, Biased and Beyond Review?
Wednesday, September3309.15¢ 10.15, Lecture Hall A

Abstract:| spend my academic life gerating and processing data about cybercrime. These datasets
FNB 6A3 yR 3ISGGAYy3 60AIISND {2YS LIS2LX S aleé& GK
My datasets are also significantly biased, but once you accept that the bias isttbareléad one to find some really useful
NBadz Gad . dzi LISNKI LA GKS INBFGESad LINRofSY GKFG ¢S K KI
T an essential technique for detecting inadvertent errors and improving analysis deelniAt Cambridge we have a new

F LILNE F OK (2 O8o6SNONAYS RIEGFE &KFENARY3IT LyR LQff 6S SELX I Ay

Richard Clayton is a software developer by trade. In the 1980s hfvwoded a software house that created the system
software for Amstrad CPC and PCW machinesghich sold in the millions. In the first half of the 1990s the company produced
2yS 2F (GKS FTANRG LYyGSNySi 00Saa FyR LYGSNYySG SYFAf aeal
worked there until in 2000 he returned to Cambridge to study for a PhD.

I' S KIFra NBYFAYSR Iy FOFRSYAO 06a0SOFdzaS AdQa Y2NB Fdzy (KL
been studying wickedness on the Internet for years; be it spam, DDa&atfintentional and unintentional), or crimes such

as phishing. His approach generally involves identifying datasets of cybercrime activity, often of substantial size, and ther
attempting to turn raw data into illuminating Information

As of October 201Be will become Director of the Cambridge Cloud Cybercrime Centre. The Centre intends to build one of the
largest and most diverse data sets about cybercrime that any organisation holds and more importantly aims to make this data
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available to other acadenscfor them to apply their own skills to address cybercrime issues. Academics currently face
considerable difficulties in researching cybercrime and the centre intends to drive a step change in the amount of cybercrime
research by making datasets availalsiet just of URLs but content as well, so that other academics can concentrate on their
particular areas of expertise and start being productive immediately.

~ Afonso Ferreira
Trust & Security Unit, European Commission, Belgium

Invited Talk The Europearstrategic Agenda for Research and Innovation in Cybersecurity
Wednesday, September231215¢ 13.00, Lecture Hall A

Abstract: This talk will present the European Strategic Research and Innovation Agenda (SRA) for
cybersecurity as it is being releasedthe Working Group on Secure ICT Research and Innovation
(aka WG3) of the Network and Information Security Platform, which is a guhlate partnership

put in place by the European Commission in 2013. Members of WG3 are close to two hundred. They
address issues related to cybersecurity research and innovation in the context of the EU Strategy for
Cyber Security and of the Network and Information Security Platform. WG3 identified the key challenges and corresponding
desired outcomes in terms of innovatifbcused, applied but also basic research in cybersecurity, privacy, and trust. The
European SRA for cybersecurity designed by WGS3 serves as main input for the drafting of Horizon 2Baigveoriby the
European Commission and is source of inspirdtiothe coordination of, and collaboration between, research agendas across
Europe, including industry research roadmaps and national research and inngwatgzamsof the Member States.

Afonso Ferreira is currently in charge, amongst others, of th&déd £ a SONBGF NAF G 2F GKS 22N Ay
FYR LYyy2@LGA2yeé 2F (GKS 9dzNRPLISIY bSig2N] YR LYTF2NNIdAZ2Y
Programmes in Digital Security, and is leading the planning and fimaaticybersecurity activities through the Connecting
Europe Facility programme. He has been seconded as a French expert to the European Commission since 2011, working nc
as policy officer at the Trust and Security unit of the DG CONNECT. Other assignoledés the Future and Emerging
Technologies unit and the Digital Futures task force.
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Wednesday, 238 September 2015 a I € 2Ré&2pation

Avintage tramwill take usii 2 G KS | SdZNA ISy NBa Gt dzNI y i+ %=~ € _ ASés
GFBSNY 2F +ASYyyl omrnno FyR GKS 20 il d0ghS —=8 ;| ;

Parliament.
Meeting point: 18:00in front of the Conference Venue (after the last session)
Please note that there is no possibility to store your laptop / bag at the university or during the tour.

Address:

10er Marie

Ottakringer Stral3e 22224

1160 Vienna

60aSUiNR a2 Lidirectiomswiil bhd ptodded, Ab organized transport for returning)

Thursday, 2% September 201% Conference Dinner

A bus will take us t&choénbrunn Palace 9 YLINBS da {AaAQad F2NX¥SNI adzyYYSNJ NBa
cultural heritage due to its historic importance, its unique grounds and its splendid furnishings. At Schénbrunn
Palace we have organized a Grand Tour, which will give you a piéttive different stylistic eras of the imperial

monarchy and thé A ®f$h@ palace’s inhabitants.

After the tour little trains will take us to the Conference Dinner location, 8k,
Orang.erie whichA & f 2 0F 0 SR Ay Fiukdéd as aniiBpéryalss
menagerien 1752, it is the oldest zoo in the world. The Vienna Zoo is locate
the grounds of the Schénbrunn Palace, on our way from the Palace to the D
location you will see parts dff

Meeting point: 17:00in front of the Conference Venue (after the last session)

Address:

Orang.erie

Maxerstrafie 13

1130 Vienna

6aS3iNR a2 14 direstions Wilkb® firbvitigd,zho organized transport for returning)

Schoénbrunn Palace
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Conference Venue

onference Venue
ienna University of Technology
,Altes Elektrotechnik Institut*

= .
|
e Nd€rground Stop

Map 1: Conferenc&enueOverview

.Vlednet Hauptstrane
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Lunch Information& Menu

We will provide you with a catered lunch directly at the conference venue. There will be a joint lunch and coffee
break area. During the lunch break the working room will serve as lunch break area where you can also enjoy you
lunch as a seated luhc

Here you can find the menu:

Wednesday, September 232015
French onion soup
Meat (pork) cut into strips Zurich style with spiral noodesauliflower cheese burger with ratatouille

Thursday, September 242015
Peas cream soup

Roast beef in pepper cream soup with bread dumplimgBotato goulash %;Z ﬁ-
petst

Friday, September 252015
Clear vegetable soup with small egg dumplings
Roast chicken breast on vegetables with almond oicBenne with tomatoes basil sauce and Grana Padano

WIR Information

TheSSID of the wireless LANTisnetguestAll participants receive an own user and password. Your personal WIFI
information is printed on your badge. Eduroam is also available.

HEHAS WIFT |

\

29


http://www.google.at/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCMCFmOuD-scCFQbtFAodohwBHg&url=http://www.cliparthut.com/house-keychain-clipart.html&psig=AFQjCNGwEfPeomzgwdykbfjSbaDssllrkg&ust=1442440480138006

SBA

Research Directions

Directions

How to get from the airport to the citycentre

The Vienna International Airport (VIE) in Schwechat is about 20 km away in the southeast of Vienna. Train lines S
YR { H 0adzo dzNb K WyEGEMT welf ag thé Cityt Airport Train (CAT) connect the city center with the
airport.

You can also take a taxi for your convenience, a taxi fare is at about 30VEI@commend a prdooked taxi
with airportdriver.at.It can be booked onlinénttp://www.airportdriver.at/en/airport-transfe. After the baggage
claim, take the left exit and walk left. The driver will wait for you there.

1. City Airport Train / CAT

The CAT takes just 16 minutes nonstop to get from central Vienna to the airport and viceTVer€aity Airport
¢NIAY 2LISNIGSa RIFEAf& FTNBY npdoc | dYd (2 Hodoc LIPY
/ T GKSRNY f WienaAlGYiBEIMIIO S A2YyY 6KAOK OFly 6S NBIT&SR
LINAR OS  F2NJ | 4.00y tAd SxactTtimiktdble &nd@l marev information can be found here:
http://www.cityairporttrain.com/

Overview departure time CAT

. First train Last train .
Departure Arrival Duration
(departure) (departure)
Vi : h
Wien Mitte ?enna 05_ 36 (then 06 & 36 23.06 16 min
Airport  min. past the hour)
Vienna Airport Wien 06:06 (then 06 & 36 23.36 16 min

Mitte min. past the hour)

Vienna Airport Map

ssg A ) [ |6

Ankunft / Ebene O
Arrival / Level 0

City Airport
Train Counter

_____________

.............

Map 2: Vienna Airport Map
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2. SBahn / suburban railway

The Schnellbahn ahn) is a lowpriced way of getting from Vienna to the part and backt NA OSY G NB Y
(including travel on Vienna public transport). Ticket machines are on the platforms at the airport and at Wien Mitte.

The following table gives a summary of the $ Ky GAYS{l 6t S 0-8SMABYS ya Adi[(iISER & (y?
Airport. To get to the cityanter you need totakethe-S| Ky f Ay S a{T1é¢ AY RANBOGAZ2Y

Last
. First suburban suburban .
Departure Arrival . . Duration
railway (departure) railway
(departure)
Wien Mitte ~ enna  04:30 (then apprx. . 25min
Airport  Every 30 mij
V!enna Wlen 04:56 (then. apprx. 00:17 25 min
Airport Mitte Every 30 min)

3. ICE/ longdistance train

The ICE departs every 2 hours from Vienna to the airport or from the Airport to Vienna. In Vienna it stops at two
GNF Ay &l -HIARLIGES | YyAKSYFTES AIREIR yAXMSYCNR Y a2 ASYy || dzZLJaolt |
dzy RSNH2dzy Rt AyS 6! m0 RANBOGAZ2Y a[ S2L2ftRIFdz |yR 3Si

The following table gives an overview of the timetable.

From the Airport To the Airport
ViennaAirport = Wien Wien Meidling | Wien Meidling Wien Hauptbahnhof Vienna Airport
Hauptbahnhof
Firsttrain | 6:25 (then every 06:41 (then 06:49 (then| 07:27 (then every 07:38 (then every 2 07:56 (then
2 hours) every 2 hours)  every 2 hours | 2 hours) hours) every 2hours)
Last train | 22:00 22:16 22:24 21:07 21:15 21:32
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How to get from the airport directly to the Conference Venue

Address of the Conference Venue:

Vienna University of Technology

a! tiGSa 9t S{TGNRGSOKYA] LyadAaiddzia
GusshaustralRe 25

1040 Vienna

Austria

Choose a connection from before, either the CAT or tBalsh (see information before) to get from the airport to
the venue The closest underground stepred Y NI a LJ | G RP &) af Medzp A d Py Sy 3 aa S¢

If you decide totake the CAT to get to th€onference Venue:

¢CKS flrald ad2tA sy aptiygRaiOmi® DGeen uhdigroundliBeNE4n dirgchon G I {
éKarlsplatz @) Then you can either walk to the conference vebu8 EA (i & w& Zhaké tolthhlded 0
undergroundA yS 0! m0 X RANB énd iy 2dmbsindmeagdsse3jithed follow the signs to

(KS Fotagabse™NEY GKSNB Al Aad 2dAd Séemap3. YAy dzZiSaQ 611 @2

If you decide to take the 8ahn to get to the Conference Venue:

Get2 dzii | G tANAISH SINERLS N/ ¢ oumdergrowidlingd | & & K REBUMBR&akIGeowt o
| (Taulbstummengasge O H F 26 K8Y¥ (KS &CH PyNI BonRIhaiSkS juS&X Ay dell S&4Q 6 |
the venue.Seemap 6

If youdecide to take the ICE to get to the Conference Venue:

DSG 2dzi 4 a2 A@Y YRI deldf &1 K RE2 NER dzy RSNANR dzy R f Ay S 0
i KS ddustuinniengassd2)ii KSy F2ft2¢ GKS &araya (20 0AkaS 2SdeaAdl la C
walk to the venueSee map 7
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Underground Map CAT

Map 3: CAT: Airport Conference Venue

1DS( 2Idnidstiale Wien Mitteé | HaRge 0 U4dH tteldorf)
H DSG 2dzi Fd aYF NI aLdvl laévSldzgrR yaX 6 0T 2N OKIF y3S {2
3 Get out atéTaubstummengasse
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